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Abstract—During the fall semester of 2021-2022 academic year,
a seminar series on ’Chaotic Cryptography’ was delivered at the
Department of Computer Aided Design (CAD), St. Petersburg
Electrotechnical University ’LETI’, Russia. The seminar aimed
at introducing students to state of the art research topics
that connect chaos theory to various applications relating to
encryption and security. This work constitutes a case report on
this seminar. First, the seminar syllabus is presented. Then, future
goals are discussed for annual reruns of the seminar.

Index Terms—chaos, encryption, applications, secure commu-
nications, education, physics education, STEM education.

I. INTRODUCTION

Chaos theory is a well established field of mathematics and
physics, that has attracted the attention of scientists for over 60
years [1], [2]. Their study remains a state of the art topic, with
new phenomena constantly emerging, like hidden attractors
[3], coexisting attractors [4] and more. Chaos theory is applied
in the modelling of physical or digital systems in physics [1],
engineering [5], and electronics [6], among others. In addition
to modelling physical phenomena though, chaos is also used as
a tool in many applications, as a low cost, easy to implement
source of randomness, that can increase the security, or in
general, the efficiency of a design. Such applications include
path planning and surveillance [7], [8], optimization [9], data
encryption [10], [11], secure communications [12] and more
[2]. It seems that chaos theory is constantly growing, both in
the modelling direction, as well as in the application areas.

As chaos theory is a state of the art topic of research
with future potential, it is important to introduce it in Natural
and Applied Sciences Departments. This has previously been
considered for different education levels, from secondary to
higher. In [13], studies were conducted to assertate the possi-
bility of teaching the interplay of chance and determinism in
upper secondary students. In [14], a 12 lecture syllabus was
developed for introducing chaos theory at senior high school
level. In [15], a three course seminar to engage students with
chaos theory was designed.

At the University level, in [16], a magnetic pendulum with
chaotic behavior was developed for physics laboratories. In
[17], a course for Nonlinear Dynamics was developed for
first year students of Chemical Engineering, Environmental
Sciences, and Computer Sciences Departments. In [18], a
Graphical User Interface (GUI) was developed for image, text,
or audio encryption, that can be used as an educational tool in
courses of ’Data Security’ and ’Chaotic Systems and Chaos
Based Information Security’. Finally in [19], [20], circuit and
microcontroller implementations of chaotic systems have been
developed, for use in courses related to nonlinear circuits.

Motivated by the above, a seminar on ’Chaotic Cryptogra-
phy’ was delivered at the Department of Computer Aided De-
sign (CAD), St. Petersburg Electrotechnical University ’LETI’,
in Russia. The lectures presented a collection of introductory
topics relating to security, encryption, and relevant chaos based
applications, ending up each lecture with a discussion of
state of the art research problems. The goal was to help the
participants gain a spherical understanding of the numerous
chaos related applications, and provide them with a collection
of trending topics they could choose for their future research.

This paper presents a report on the seminar. First of all, the
syllabus of each lecture is presented, along with the references
used to cover each topic. Moreover, as the authors’ interest
is to establish this seminar as an annual event, goals are set
for future reruns. The authors hope that this can serve as a
reference for educators and researchers who are interested in
delivering similar workshops in the future.

The rest of the work is as follows: In Section II, the
seminar syllabus is presented. In Section III, future plans are
discussed. Section IV concludes the work with an overview
of the presented subject.

II. THE SEMINAR SYLLABUS

In this section, the contents of each lecture are presented,
along with their corresponding literature resources. The semi-
nar was broken down to eight lectures, delivered twice a week.
Each lecture consisted of two hours, so the overall length was



sixteen hours, over the span of four weeks. Each lecture ended
with a discussion on open research problems. The syllabus is
outlined in Table I.

The lectures were delivered virtually, using the Pruffme
platform. The main reason behind this option was the current
pandemic situation, which posed limitations to travelling,
and additional security measures in Universities. The second
reason was to give the opportunity to students from different
Universities to participate in the lectures. The audience con-
sisted of participants from LETI and A.U.TH. Universities.

TABLE I
SEMINAR SYLLABUS

Lecture Subject
1st – Introduction to chaos theory.

– Discrete chaotic systems.
2nd – Continuous chaotic systems.

– Chaotic area exploration.
3rd – Chaotic surveillance.

– Pseudo Random Bit Generators (PRBGs).
4th – Security requirements.
5th – Text and image encryption.
6th – Chaos synchronization and secure communications.
7th – Constructing new chaotic maps.
8th – Nonlinear systems identification.

A. Introduction to Chaos Theory - Discrete Chaotic Systems

In the first Lecture, a general introduction to the topic of
chaos theory was provided [1]. The concept of sensitivity to
initial conditions was explained through multiple examples and
simulations, like the double pendulum.

The analysis of chaotic systems started from discrete time
models, using the well known logistic map [1]. Through a col-
lection of simulations, the bifurcation diagram of the map was
provided and explained, see Fig. 1. Cobweb diagrams were
also illustrated, which constitute another tool for the analysis
of discrete maps, and the visualization of their trajectories.
Then, the Lyapunov exponent of a map was provided, which
serves as a measure of the system’s sensitivity, and can indicate
whether a system behaves chaotically or not [21]. Using the
above tools, other chaos related phenomena where illustrated,
like crisis, expansion of the attractor shape, antimonotonicity,
and coexisting attractors [3], [22], [23].

B. Continuous Chaotic Systems

On Lecture 2, the introduction continued on continuous
time systems. The Lorenz and Rössler systems were given
as examples. The Poincaré section was explained, as a tool
to construct the bifurcation diagram, see Fig. 2. Another
method for computing bifurcation diagrams by plotting the
local maxima of a state was also described. Continuation
diagrams were also explained. Finally, systems with coexisting
attractors were discussed [22].

C. Chaotic Area Exploration

On the second part of Lecture 2, the first application of
chaotic systems related to security was presented, that of area

Fig. 1. Bifurcation diagram of the logistic map, with subfigures illustrating
different behaviors.

Fig. 2. Bifurcation diagram of the Lorenz system, with subfigures illustrating
different behaviors, and the Poincaré section on the x1 = 0 plane, with
ẋ1 > 0.

exploration [7], [24], [25]. Chaotic area exploration, or chaotic
path planning, refers to the problem of using a chaotic system
as a source to generate a chaotic trajectory for a ground vehicle
or UAV, see Fig. 3 for a simulation example. The autonomous
agent is tasked with exploring an area, but an additional
requirement is to generate an unpredictable trajectory. This
may be useful in several different scenarios, for example in
cases where the agent is tracked by an adversary and wants
to move unpredictably, in hostile environments where the area
must be traversed repeatedly, as in fire fighting, or even in
simpler domestic applications, like floor cleaning [7].

After the motivation behind this application was provided,
several simulations were given, for different ground vehicle
models. Optimization techniques were then discussed to im-
prove performance, as well as the case of multiple robots ex-
ploring an area [24], [25]. The lecture ended with a discussion
on future topics of research, like the development of hybrid
techniques, and the experimental testing using off the shelf
programmable robotic kits [26].

D. Chaotic Surveillance

On Lecture 3, a topic relevant to chaotic area exploration
was presented, that of chaotic surveillance. This problem
refers to the safe monitoring of a secure area, by deploying
agents that move unpredictably, as an extra measure against



Fig. 3. Simulation example of (a) chaotic motion and (b) colour-coded graph
depicting the amount of area revisiting.

adversaries or intruders [8]. The use of UAV agents equipped
with chaotic moving cameras was discussed [27], [28], see Fig.
4. The section ended with a discussion of future goals, which
include the experimental implementation, and the development
of hybrid techniques to make the motion energy efficient.

Fig. 4. Example of two scenarios of a UAV mounted with a camera. (a) the
camera has a fixed position looking directly down to the ground and (b) the
camera strafes chaotically, guided by the values of a chaotic map.

E. Pseudo Random Bit Generators (PRBGs)

On the second half of Lecture 3, a new topic was presented,
that of bit generation [29], [30]. This is of fundamental im-
portance in encryption, as PRBGs are implemented to encrypt
information. This holds for any type of information, since all
data can be represented and transmitted in binary format.

For this application, one-dimensional discrete maps were
considered, due to their low computational cost and imple-
mentability. Different techniques were presented to generate
one or multiple bits per iteration of the chaotic maps, as well
as similar techniques to generate random integers [10], [29],
[31]–[35].

F. Security Requirements

After techniques for PRBGs were presented, on Lecture 4
the different security requirements for PRBGs were presented.
First of all, the suites used for testing the statistical randomness
of PRBGs were considered, like the National Institute of

Standards and Technology (NIST) suite and the ENT suite
[36], [37]. Short definitions were given for each statistical test,
and interpretation of the resulting P-value was provided.

Moreover, some other cryptographic requirements were
explained, as the requirement of a well defined key space,
that can resist brute force attacks [38]. Also key sensitivity
as another requirement, which is essential for secure designs.
Finally, the speed of bit generation was discussed, as a function
of the number of operations required to generate a single bit.

The above were illustrated through an application of a
password generator, that was developed as a Graphical User
Interface [18]. The GUI took as an input a set of answers
provided by the user to some simple identifying questions.
Those ASCII answers were then used to define the key values
of a PRBG that generated random characters to be used as a
secure password, using a simple binary to ASCII conversion.
The GUI used is depicted in Fig. 5.

The lecture ended with a discussion on trending topics
related to chaos based PRBGs, like the problem of dynamical
degradation [39], the use of delay terms to improve complexity
[10], as well as the problem of their microcontroller implemen-
tation [19], [30].

Fig. 5. Password generator GUI used to illustrate the use of PRBGs.

G. Text and Image Encryption

Lecture 5 presented the problem of chaos based text and
image encryption [30], [40], see illustrative Fig. 6. The con-
cepts of confusion, diffusion and pixel/character permutation
were explained, and showcased through examples.

Special attention was given to the topic of image encryption
[11], [40]–[43], as the simulation results are easier to visualize.
The various statistical tests used to evaluate the security of a
design were provided and discussed, such as the histogram
analysis, pixel correlation, global and local information en-
tropy, the NPCR and UACI measures used to test differential
attacks, cropping attacks, noise corruption, and key sensitivity.
Finally, a collection of trending research topics was provided,
like the combination of encryption and compression [44], the
use of different image representations like the YCbCr [45], the



problems of watermarking [46] and steganography [47], and
the encryption of 3D objects [48].

Fig. 6. Example of original (plaintext) and encrypted (ciphertext) (a) text and
(b) image.

H. Chaos Synchronization and Secure Communications

During Lecture 6, the problem of chaos control and syn-
chronization was presented [49]. First, the fundamental con-
cept of feedback stabilization and feedback linearization was
described. Then, the problem of master-slave synchronization
between two chaotic systems was presented, where the slave
system needs to synchronize its state trajectories to those of
a master system, see an illustrative example at Fig. 7. The
problem of observer design was also explained [12], which
is similar to that of master-slave synchronization, but here
the only information about the master system is through a
measurable output.

Using the synchronization between two systems, the ap-
plication of secure communications was presented [12], [50].
Here, an information signal is masked through its combination
with a chaotic system, and then safely transmitted through a
channel. Then at the receiver end, by successful synchroniza-
tion of the master and slave systems, the information signal can
be accurately reconstructed. Several approaches for this were
considered, like the reformulation to descriptor form [51], or
the adaptive approach, were an information signal is passed
through a system’s time varying parameter, which is estimated
at the receiver end [52].

Several state of the art future topics were discussed, for
example the different types of syncrhonization, like anti-
synchronization [53], phase synchronization [54], projective
syncrhonization and function-projective synchronization [55].

Also, different cases control were discussed, for example
adaptive control, where some parameters of the master system
may be unknown [56].

Fig. 7. Synchronization between the master and slave (black) systems, where
control activates at t = 70 seconds.

I. Constructing New Chaotic Maps

Lecture 7 was devoted to the problem of designing new
chaotic maps. This is a trending problem, since new appli-
cations of chaotic systems are constantly reported, and hence
there is the need to develop new chaotic maps to utilize in
them. Especially for encryption, there are several additional
requirements, for example having maps with a high key space,
and also a constant chaotic behavior, over large regions of their
parameter space.

The construction of new chaotic maps is usually performed
by considering existing maps, and modifying them using
one of the following approaches [31], [57]. The first is to
generalize the map by increasing its parameter space, by
scaling up the terms of the map, for example replacing the term
xi by axi, where a is a parameter. The second approach is to
replace a term by another term, for example a sine function
by an exponential function. The third approach is to add more
nonlinear terms in the difference equation describing the map.
The forth approach is to combine existing maps, through linear
combination, switching, composition or other techniques. All
of the above approaches aim at increasing the complexity of
the original map, which can be verified by comparing the
bifurcation diagrams and Lyapunov exponent diagram between
the original and modified map. For the above approaches,
many examples were given, using well known maps like the
sine, Chebysev, Renyi and more [58]. An example of the
considered approaches is shown in Fig. 8.

Several emerging techniques were also discussed, like the
sine chaotification [59], and the modulo chaotification [60].

J. Nonlinear System Identification

In the final Lecture, the problem of system identification
was presented, following the methodology proposed in [61].
This problem consists of reconstructing the set of differential
or difference equations that describe a system, using a set of
measurements of the system’s states. This problem can be of
use in several different applications, including encryption and



Fig. 8. Examples of modifications of the Sine map xi = k sin(πxi−1).

secure communications. If we assume that a set of system data
may be available to an adversary, then by reverse engineering,
they may be able to reconstruct the system’s structure, which
could compromise the design.

Examples where given from continuous systems, like the
Lorenz, different systems with coexisting attractors [3], [22],
as well as discrete time maps, like the logistic, sine, Chebysev
and more. Based on the simulation results, many future prob-
lems were discussed, regarding the identification of physical
systems, the utilization in systems with coexisting attractors,
and the use of nonlinear functions that could counter the
identification approach, like the modulo operator.

III. FUTURE PLANS

Several goals can be set for future reruns of the seminar.
First of all, the inclusion of more participants will be aimed.
For this, a wider spread through social media platforms will
be considered, so that people from different countries will be
notified about the event. Another option is to share the seminar
with Department and Lab Heads, so they can directly notify
master and PhD students using their mailing lists.

Regarding the syllabus, it can be enhanced with several new
topics. Fore example, a lecture can be included on systems
with hidden attractors [3], and their use in applications.
Moreover, a lecture on fractional order systems can be added,
which have attracted a lot of attention over the decades. Also,
quantum systems can be discussed, which have recently been
addressed through chaos theory, and will attract much attention
in the future [32]. In addition, one more application that can
be considered is that of chaos based optimization [9]. Circuit
realizations of chaotic systems can also be presented [19], [20].

Finally, other actions can be taken to enhance the seminar.
For example, inviting established researchers from collabo-
rating Universities to deliver key lectures on relevant topics.
Also, the Seminar could be transformed into a workshop, by
guiding groups of students to develop illustrative applications
on the topics covered, and demonstrate their results through
presentations or posters.

IV. CONCLUSIONS

This paper constituted a report on a series of lectures on the
topic of Chaos Based Encryption, delivered virtually during

the winter semester of 2021-2022 at the Department of Com-
puter Aided Design (CAD), on St. Petersburg Electrotechnical
University ’LETI’, in Russia. During the seminar, various
aspects of chaos based applications related to security and
encryption were presented, with emphasis on trending topics
of research.

The goal of the authors is to establish this Seminar as a
yearly occurrence, with an international audience. Goals are
set to improve future reruns of the seminar, and enhance it with
new material. The authors hope that this report can motivate
fellow researchers to organize similar seminars in the future,
to expand the outreach of chaos theory and its applications in
Natural Sciences and Engineering Departments.

SUPPLEMENTARY MATERIAL

All of the lecture slides used in the seminar are available
from the first author upon request.
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